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Summary of Unauthorized Access of PHI – Privacy / Data Security Breach

Title of Incident

	


Complete this form and submit it to your DPH Privacy Officer.

I. Incident Details:

A. Date and time (if known) of Incident 

B. Date of discovery of incident by Program

C. Date Incident was reported to the Program Manager
D. Name and Title of person reporting incident

	


II. Incident Description: 

A. Summary of incident 

	


B. Data elements involved in the breach/violation, including:

1. Type of data elements exposed for each client, if different
2. Format:  Electronic (database name), Paper (type), Verbal (by whom)

3. Exposure method (e.g., disclosed, improperly - abandoned, left unattended, stolen, transmitted, sent, or utilized)

	


C. Person(s) known or reasonably believed to have improperly exposed, used, or disclosed Personal Health Information (PHI), including:

1. Name of Employee

2. Title of Employee

3. Program

4. Direct Supervisor’s Name

5. Date of Employee’s last DPH Privacy Annual Review certificate

	


D. Description of location where the PHI is believed to have been disclosed, improperly abandoned, left unattended, transmitted, sent, published, or utilized.

	


E. If information was retrieved, length of time it was exposed

	


F. Unauthorized persons or agencies reasonably believed to have received PHI, if known.

	


G. If an information system was involved (e.g., Insyst, LCR etc/):

1.  Was the system improperly used or left unattended?

2.  Was there any evidence of an equipment or application malfunction?

3.  Was the Information Systems Division notified?

	


III. Cause of Incident or probable cause. 

	


IV. Known impact or potential impact of Incident - misuse of data, identity theft, etc. 

	


Note:  An Unusual Occurrence (UO) is to be completed and submitted to Risk Management once the information in sections I-V is obtained.
V. Any federal or state laws requiring individual notifications of breaches?

	


VI. If yes, who and when notified.

	


VII. Additional information - such as notification to other facility's units or Fraud Prevention and/or law enforcement, licensing boards, etc.

	


VIII. Instructions/counsel provided by Privacy Officer and/or legal counsel, including determination that patients/clients whose PHI was exposed need to be contacted.

	


IX. Program’s Corrective Action - steps to prevent reoccurrence, for example:

A. Retraining staff

B. Creation/revision of procedures

C. Conducting risk assessments and planning

D. Developing physical, technical, awareness safeguards

	


X. Status of Corrective Action

	


Privacy Officer’s response...

	


Signature/date block

	


Form Adopted: 03/12/2009, revised 04/15/09

CAUTION: THIS COMPLETED FORM MAY CONTAIN CONFIDENTIAL OR PRIVILEGED INFORMATION. IF YOU ARE NOT THE INTENDED RECIPIENT, ANY DISCLOSURE, COPYING, USE OR DISTRIBUTION OF THE INFORMATION INCLUDED IN THIS COMPLETED FORM AND ANY ATTACHMENTS ARE PROHIBITED. IF YOU HAVE RECEIVED THIS COMPLETED FORM IN ERROR, PLEASE NOTIFY THE SENDER IMMEDIATELY AND PERMANENTLY DESTROY THIS COMPLETED FORM AND ANY ATTACHMENTS.
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