
 

 

 

 

Protect Patient Health Information 
 

Handling of 

Paper PHI 

Ways to avoid careless handling of paper PHI: 

 DO NOT leave charts lying open and unattended. Turn paper 

with identifiable patient information away from view. 

 Verify you have the correct patient’s information and 

documents before handing or mailing them to the patient 

o Example- When sending medical records to patients, 

double check all documents within the record to 

ensure you have enclosed only patient information 

that pertains to the person whose name is on the 

record.  

 Verify you have the correct fax number or email address 

prior to sending. Always use a coversheet when faxing. 

 You should never take printed material containing PHI off 

campus without a specific business need. 

 If you are transporting records, ensure the documents are 

secure and with you at all times. 

 DO NOT dispose paper PHI in trash or recycling bins. 

o Properly dispose paper PHI by placing it in secured 

shredding bins. 

Access to 

Electronic PHI  

How do you know when you are authorized to access a 

patient’s electronic medical record (EMR)? 

 Your job requires you to access the patient EMR. 

 Remember being employed at DPH does not automatically 

give you authorization to access a patient’s EMR. 

 Remember the reason for the HIPAA pop-up screen during 

the EMR login process (such as Lifetime Clinical Record 

[LCR]) is to inform users, they are  to only access the record 

for business need and that an audit alert to the Privacy 

Office might be triggered.  

 Violation for unauthorized access to a patient’s record may 

result in termination of employment. 

Locking and logging off workstations: 

 Remember workstations must be secured by locking the 

screen or logging off whenever you walk away.  

 Failure to lock or log off the computer screen may result in 

others using the system under your user identification.  

You will be held accountable for any activity that results in 

unauthorized access to the patient’s record. 

Social Media 

 

All staff and trainees who identify themselves with DPH and use 

social media venues are to follow the  HIPAA Compliance Social 

medical Policy. 

 If you identify yourself in any online forums as a staff 

member of DPH, you must make it clear you are not speaking 

for DPH. 

 DO NOT post digital images and messages containing PHI 

without written authorization from the patient and 

approval from hospital administration. 

 Remember recognizable markings or body parts are PHI 

 Understand all content posted on platform (such as 

Facebook, Instagram, etc.) may become immediately 

searchable and shared. It forever leaves your control. 

Report a 

Privacy  

Breach: 
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https://www.sfdph.org/dph/files/HIPAAdocs/PrivacyPolicies/FormPHICvrSht4FaxInterofficeyMailAdopted05132010.pdf
https://www.sfdph.org/dph/files/HIPAAdocs/PrivacyPolicies/SocialMediaPolicy_current.pdf
https://www.sfdph.org/dph/files/HIPAAdocs/PrivacyPolicies/SocialMediaPolicy_current.pdf


 

 

STAFF 

REMINDER!! 

All Staff must complete the DPH Privacy Training   

by 6/30/2017.  

  

https://101g-xnet.sfdph.org:8443/ords/vrds12/f?p=111:83:::NO:83::

