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As a workforce member of SFGH, it’s EVERYONE’S job to protect our patient’s privacy. Be 
Aware of your actions to reduce the risk of Privacy Violations! 

Here are a few Unauthorized Access and Disclosure breach scenarios. 
STOP, THINK, PROTECT! 

 

Family and Friend’s 
medical record 

 

Scenario: Your friend’s son was recently been seeing in psychiatry 
for Attention Deficit Disorder. Your friend asks you to get her a copy 
of the report. Is it okay for you to log on to LCR and print it out for 
her, since you have her authorization to do so? 
 

The answer is NO! This is an Unauthorized Access! 
 

Correction: It is not necessary for your job. You will be violating the 
patient’s privacy by accessing his records. Furthermore, your access 
to the record will automatically be recorded and tracked. There 
would be serious consequences to your employment. All requests for 
release of medical information are referred to Medical Records 
Department for processing. 
 

High Profile  
patient’s medical 

record 
 

Scenario:  A friend of yours was in a serious car accident and was 
admitted to the emergency department. She was a patient of yours and 
was in a critical condition. You want to share your feelings with your 
family and friends on Facebook. Is it okay to post as long as you don’t 
mention her name? 
 

The answer is NO! This is an Unauthorized Disclosure! 
 

Correction: You cannot post anything on Facebook that could 
possibly identify the patient. Your Facebook profile may identify your 
place of work and your occupation. When linked with your posting 
and with other publicly available information, the additional details 
may identify the patient.  
Remember: Information you obtain from your patient is confidential! 
 

 

Co-worker’s 
Medical record 

 

Scenario: Your co-worker’s wife notified you that your co-worker was 
recently admitted to the ICU and won’t be coming into work. You like 
to know how he’s doing. Can you access his record to check his 
condition?   
 

The answer is NO! This is a Privacy Violation! 
 

Correction: It is not part of your job. Your access to your co-
worker’s record would be for personal reasons. Therefore, 
accessing the record will be a violation of your co-worker’s privacy. 
There would be serious consequences to your employment. 
 

Your own medical 
record 

Scenario: You were recently injured on your job and were seeing in 
the ED department. You need a copy of the medical report to be 
submitted to your insurance company. Since you have access to LCR 
and you are accessing you own records, is it okay to access your own 
record to obtain a copy of the report?  
 

The answer is NO! This is against Hospital and DPH policies! 
 

Correction: It is against DPH policy to access your own medical 
records. All medical record request and releases needs to go 
through Medical Records Department. 
 

 
 

 
 
Stop. Think. Protect.  

BEFORE YOU LOOK AT THE RECORD: 
• You need to know that audits are conducted on the records of 

employees and high profile patients who are admitted to the 
hospital. 

• Audits of access are conducted regularly on the lifetime clinical 
record (LCR). If you access records for non-business purposes, 
corrective and disciplinary actions may include loss of privileges, 
impact to your professional license and can lead up to termination 
of employment. 

IN THE PAST YEAR: 
• 5 Employees have been terminated as result of inappropriate 

access to patient’s medical records  
• Licensing boards were notified of these privacy violations 
HIPAA Penalties & Criminal Penalties: 
A penalties fine up to $250,000 and/or imprisonment up to 10 years. 
 
 

Report a 
Privacy  
Breach:  

 Privacy Officer: Maggie Rykowski (415) 206-4294 
 Privacy Hotline: (415) 206-2354 
 Email contacts: Maggie.rykowski@sfdph.org or suna@sfghdean.ucsf.edu  
 Reference to Reporting a privacy breach policy [#8.27] 
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