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         HIPAA 101 POP Quiz 
Patient 

Identifiable 
Information (PII) 

Which of the following is considered Patient Identifiable 
Information (PII)?  
  

A. Names, address, phone number, fax number, social 
security numbers, Vehicle identifiers, Device 
identifiers and serial numbers  

B. Medical record numbers, Health plan beneficiary 
numbers, account numbers, certification or license 
numbers 

C. Biometric identifiers, including finger and voice 
prints, Full face photographs 

D. All of the above                                                                     Answer; D 
 

PHI 
PHI Stands For? 
 
 

a. Personal Health Information 
b. Private health identification  
c. Protected health information 
d. Patient health identifier                                                 Answer: C 

 
 

Patient List 
Containing PHI 

Scenario: A patient list contains name, date of birth, 
medical record number, diagnosis, and date of procedure. 
Is this considered PHI?                                    
 
 

A. Yes 
B. No                                                                                                    Answer: A 

 

If this list was lost or stolen. Is this a Privacy Violation? 
A. Yes 
B. No                                                                                                    Answer: a 

 

What can you do to protect this information? 
A. Never take printed material containing PHI off 

campus 
B. If you are doing clinic rounds, ensure the documents 

are secure and with you at all times [make sure they 
cannot fly away or fall out of your pocket] 

C. Only discard the PHI documents into the secure 
shredding bins  

D. All of the above                                                                     Answer: D 
 

Lost or stolen 
 electronic devices 
 
 
 
 

Scenario: Your clinic requires you to take photos of your 
patients for documentation purposes. A camera 
containing photographs of patients’ face and their ID 
cards was stolen from the clinic.  
Is this a privacy breach? YES!! 
What can you do differently to prevent this Privacy 
Breach? 

A. The camera should be placed in a locked cabinet or 
drawer after each use 

B. All photos need to be uploaded to the secured 
server immediately after each use 

C. Delete all photos from the camera after each use 
D. Consult with IT for an encrypted memory card for 

the camera 
E. All of the above                                                                     Answer: E 

PHOTOGRAPHY POLICY MUST BE FOLLOWED Policy# 16.06 
Photography, Imaging, videotaping or recording patients 
in the hospital or clinics, and the use of mobile devices 

Report a 
Privacy  
Breach:  

 Privacy Officer: Maggie Rykowski (415) 206-4294 
 Privacy Hotline: (415) 206-2354 
 Reference to Reporting a privacy breach policy [#8.27] 

SFGH Privacy Office

 

http://in-sfghweb01.in.sfdph.net/CHNPolicies/production/Administrative/P-16/16-06.htm
http://in-sfghweb01.in.sfdph.net/CHNPolicies/production/Administrative/H-8/8-27.htm



