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Access, Use and Disclosure of  

Protected Health Information (PHI) 

Access, Use and 

Disclosure for: 

Treatment 

Payment  

Operations 

Access to Protected Health Information (PHI) is granted 

on a need to know basis, based upon your job role, 

necessary to complete your job duties, or for purposes 

of treatment, payment or operations (TPO).  HIPAA 

regulations permits use or disclosure of PHI for: 

 Providing medical treatment 

 Processing healthcare payments 

 Conducting healthcare business operations 

 Or as required by law 

Unauthorized access, use and disclosure of PHI are 

considered a privacy violation and will result in 

appropriate disciplinary action. 
 

Unauthorized 

access 

Scenario 

 

 

 

Scenario #1: Your friend’s mother contacted you on 

your day off to rush to the hospital where you work, 

because your friend was involved in a car accident and 

is in a critical condition. Since you work at the hospital, 

she wants you to be involved in his care by accessing his 

medical records and updating her on her son’s 

condition. 

Question: Should you access his medical 

information and share it with her? 

The answer: No. Even though you are an employee at the 

hospital, you do not have authorization to access the 

patient’s record. Authorization to access patient’s 

protected health information is granted to ONLY those 

staff members who require access to perform their job 

duties. Or it must be authorized by the patient and 

accessed through appropriate channels (such as 

through his attending physician & his care team or 

medical records department).  

Unauthorized 

use Scenario 

Scenario #2: Ann is a midwife at the hospital and she 

just heard a fellow employee is pregnant. The other 

staff members would like to give her a baby shower, but 

nobody knows when the baby is due or if it’s a boy or 

girl. Ann has access to the records and could easily 

find out the answer to both questions. 

Question: Should Ann try to get the information 

about the pregnancy and share it with the staff? 

The answer: No. This is clearly an unauthorized use of 

medical information. Remember that any time patient 

information is used for purposes other than treatment, 

payment, or operations; it must be authorized by the 

patient.  

Unauthorized 

verbal 

disclosure 

Scenario  

 

Scenario #3: A cancer patient is with several visitors in 

his room waiting to be discharge from the hospital. A 

nurse walks in and provides him with his discharge 

instructions in front of his visitors, which includes a 

review of his medications and chemo therapy 

appointments. 

Question: What should the nurse have done 

differently?  

The answer: The nurse should have asked the patient’s 

permission before discussing confidential information 
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in front of his visitors. It may be appropriate to ask the 

visitors to step out of the room before speaking with a 

patient about his or her medical information. 

Unauthorized  

access of 

one’s own 

medical 

record  

Scenario  

 

Scenario #4: You are a DPH nurse who recently was 

admitted to the DPH Emergency Department for an 

injury and you are nervously awaiting the results of the 

procedure that was done. 

Question: Is it alright to look up your own medical 

record in the LCR?  

The answer: No, you may not look at your own medical 

record without prior authorization.  Even though HIPAA 

is silent on this, DPH policy prohibits an employee (in this 

case, the patient) from accessing their own medical 

records without first going through the approval 

process via the Medical Records Department. 

Report a Privacy  

Breach 

 

 

Please contact the Office of Compliance and Privacy 

Affairs immediately if you suspect a breach of 

confidentiality. 

 

Confidential Privacy hotline:  (855) 729-6040 or 

 

Email:  compliance.privacy@sfdph.org 

 


